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Introduction

Falcon sensor for Windows stops breaches by unifying true next-generation antivirus (NGAV) endpoint detection and response (EDR), managed threat hunting, and

threat intelligence automation, using a single lightweight sensor.

System requirements

Supported operating systems

Only these operating systems are supported for use with the Falcon sensor for Windows:

Supported 64-bit server OSes

64-bit
Windows
Server OSes

Server 2022

Server 2019

Server Core
2019

Server 2016

Server Core
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Minimum Sensor Version

6.30.14406

All supported sensor versions

All supported sensor versions

All supported sensor versions

All supported sensor versions

Falcon
EOS Da
te

April 13,
2032

July 8,
2029

July 8,
2029

July 11,
2027

July 11,
2027



64-bit
Windows

Server OSes

Server 2012
R2

Storage
Server 2012
R2

Server 2012

Server 2008
R2 Sp12

8 As of January 14, 2021, 2008 R2 SP1is unsupported unless you have subscribed to the free CrowdStrike Extended Support. See Support Announcement
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Minimum Sensor Version

All supported sensor versions

All supported sensor versions

All supported sensor versions

See Support Announcement [https:/supportportal.crowdstrike.com/s/article/Support-Announcement-

Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1] .

If MSFT ESU not installed, see supported versions
[https://supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-

Microsoft-ESU] .

Falcon
EOS Da

te

April 9,
2024

April 9,
2024

April 9,
2024

July 9,
2023

[https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1] .

Customers who do not install the Microsoft ESU should also refer to Windows 7 & Server 2008 R2 Supported Sensors Without Microsoft ESU

[https://supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-Microsoft-ESU] .

Supported desktop OSes

Windows
Desktop OSes

Windows 11°

Windows 10

21

21
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Sun

Valley

21H2

Marketing

Name

N/A

November
2021
Update

LTSC
Relea

se?

Yes

64-bit
Suppo

rt?

Yes

Yes

64-bit 10T
Enterprise

Support?

Yes

32-bit
Suppo

Yes

Minimum Sensor Support

6.3114505

6.3314704

Falcon
EOS Da

te

April 7,
2025

July 11,
2032


https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1
https://supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-Microsoft-ESU
https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1
https://supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-Microsoft-ESU

Windows
Desktop OSes

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows 8.1

Windows 7 SPT3

Windows 7
Embedded POS
Ready

21
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Codena

21H1

20H2

20H1

19H2

Redsto
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Redsto
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Marketing

Name

May 2021
Update

October
2020
Update

May 2020
Update

November
2019
Update

October
2018
Update

Anniversa
ry Update

N/A

LTSC
Relea

se?

Yes

Yes

Yes

64-bit
Suppo

rt?

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

64-bit 10T
Enterprise

Support?

Yes

Yes

Yes

Yes

Yes

32-bit
Suppo

rt?

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Minimum Sensor Support

6.24.13806+

All supported sensor versions

All supported sensor versions

All supported sensor versions

64-bit, all supported sensor versions
32-bit, 6.2413806+

All supported sensor versions

All supported sensor versions

All supported sensor versions

See Support Announcement. If MSFT
ESU not installed, see supported

versions.

All supported sensor versions

2 Additional User Mode Data (AUMD) and Script Control are not supported on Windows 10 32-bit operating systems.

3 As of January 14, 2021, Windows 7 SP1 s unsupported unless vou have subscribed to the free CrowdStrike Extended Support. See Support Announcement

Falcon
EOS Da

te

June 11,
2023

Novem
ber 5,
2023

June 12,
2022

Novem
ber 6,
2022

July 8,
2029

April 21,
2027

April 12,
2026

July 9,
2023

July 9,
2023

April 7,
2025


https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1

[https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1] .
Customers who do not install the Microsoft ESU should also refer to Windows 7 & Server 2008 R2 Supported Sensors Without Microsoft ESU
[https:/supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-Microsoft-ESU] .

4 As of Jan 14, 2021, Windows 7 SP1 is unsupported unless customer has subscribed to the free CrowdStrike ESU. See the Support Announcement | Falcon Sensor
Support Policy for Windows 7 SP1 and Windows Server 2008 R2 SP1 [https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-
Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1] and Windows 7 & Server 2008 R2 Supported Sensors Without Microsoft ESU
[https:/supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-Microsoft-ESU] articles for more information.

5 Microsoft has stated that a Windows 11 LTSC release is a future deliverable.

Unsupported Windows versions
All other Windows OSes are unsupported, including but not limited to:
* All pre-GA versions/builds of Windows — Windows Insider Preview, beta, etc — unless specifically stated in a Release Note. Including but not limited to:
e Windows 11 Preview Builds
* Windows Server 2022 Preview Builds

* Windows 7 hosts without a CrowdStrike Extended Support subscription as of January 14, 2021 [https://supportportal.crowdstrike.com/s/article/Support-

Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1] .

* Windows Server 2008 R2 hosts without a CrowdStrike Extended Support subscription as of January 14, 2021

[https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-

SP1].

e Windows Server 2008 (non-R2), which is based on the Vista kernel
* Windows Server Core, all versions other than 2016 and 2019

* Windows 10 64-bit v1511, aka Threshold 2

* Windows 10 64-bit v1703, aka Redstone 2 ("RS2")

* Windows 10 64-bit v1709, aka Redstone 3 ("RS3")

¢ Windows 10 64-bit v1803, aka Redstone 4 ("RS4")

* Windows 10 64-bit v1903, aka 19H1

* All 32-bit versions of Windows 10 not listed above

* All 32-bit versions of Windows 8.1

® All versions of Windows 8

® Container-based Windows OS solutions, including but not limited to Docker, are not currently supported.

* Windows Embedded Standard 7 is unsupported. This version is independent from Windows 7 Embedded POS Ready, which is the only Embedded version we
do support.

Services
These services must be installed and running:
* LMHosts
Note: LMHosts might be disabled on your host if the TCP/IP NetBIOS Helper service is disabled.
* Network Store Interface (NSI)
* Windows Base Filtering Engine (BFE)

* Windows Power Service (sometimes labeled Power)

Additionally, the registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Dnscache\Type must be setto 0x00000020 , the Microsoft

default value.

On Windows Server 2016 and 2019, Windows Defender is enabled by default. To use Falcon’s Next-Gen Antivirus auarantine settina. vou must disable Windows


https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1
https://supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-Microsoft-ESU
https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1
https://supportportal.crowdstrike.com/s/article/Windows-7-Server-2008-R2-Supported-Sensors-Without-Microsoft-ESU
https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1
https://supportportal.crowdstrike.com/s/article/Support-Announcement-Falcon-Sensor-Support-Policy-for-Windows-7-SP1-and-Windows-Server-2008-R2-SP1

Defender. You can use this Powershell command to disable Defender:

Set-MpPreference -DisableRealtimeMonitoring $true

Network protocols

The Falcon sensor requires TLS 1.2 to communicate with the CrowdStrike cloud. Other protocols, including SSL or earlier versions of TLS, are not supported.

Additional services for hosts using proxies
e WinHTTP AutoProxy

* DHCP Client, if you use Web Proxy Automatic Discovery (WPAD) through DHCP

Local audit policy setting

To better capture logon-related events, the Falcon sensor for Windows requires the Logon local audit policy to have a setting of Success and Failure .If the

actual policy setting does not match this setting, the sensor changes it to match. Often, this policy is managed by a group policy object, or GPO. If you use a GPO to
manage the Logon policy, consider updating your GPO to match the required setting to minimize conflict between your GPO enforcement and the sensor

enforcement.

To view your Logon local audit policy setting, use this auditpol command:

auditpol.exe /get /category:Logon/Logoff

Certificates

The Falcon sensor requires certain certificates. For more information, see Verify that your Host Trusts CrowdStrike's Certificate Authority [#verify-that-your-host-

trusts-crowdstrikes-certificate-authority] .

Networking requirements

Internet access

Windows sensor version 6.22 and later

Hosts must connect to the CrowdStrike cloud on port 443 during initial installation. If your environment restricts internet access, allow traffic to and from our FQDNs
or IP addresses [/documentation/65/cloud-ip-addresses] .

We strongly recommend ensuring hosts remain online after installation to download supplementary data.
Windows sensor version 6.21 and earlier

Hosts must remain connected to the CrowdStrike cloud throughout installation, which is generally 10 minutes. If your environment restricts internet access, allow

traffic to and from our FQDNs or IP addresses [/documentation/65/cloud-ip-addresses] . A host unable to reach and retain a connection to the cloud within 10 minutes

will roll back the installation and then exit the installer.

If your host requires more time to connect, you can override this by using the ProviNaitTime parameter in the command line to increase the timeout to 1 hour.

<installer_filename> /install /norestart CID=<your CID> ProvWaitTime=3600000

In this example, replace <installer_filename> with the name of the install file you downloaded and <CCID> with the CCID from Hosts > Sensor Downloads

/hosts/sensor-downloads] .

A___° 1 * _»_ __€_ ___ __ _ _ __ 2l _ _ __a°€f°_ _x_ __°_ __°_ _


https://falcon.eu-1.crowdstrike.com/documentation/65/cloud-ip-addresses
https://falcon.eu-1.crowdstrike.com/documentation/65/cloud-ip-addresses
https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads

AVOIQ INterrerence witn ceruricate pinning

The Falcon sensor uses certificate pinning to defend against man-in-the-middle attacks. Some network configurations, such as deep packet inspection, interfere with
certificate validation.

Disable deep packet inspection (also called "HTTPS interception," or "TLS interception") or similar network configurations. Common sources of interference with

certificate pinning include antivirus systems, firewalls, or proxies.

Allow TLS traffic

After agent installation, an agent opens a permanent TLS connection over port 443 and keeps that connection open until the endpoint is turned off or the network

connection is terminated.

Depending on your network environment, you might need to allow TLS traffic on port 443 between your network and our cloud's network addresses:

Cloud name Cloud network addresses

US-1 ts01-b.cloudsink.net

(most customers) IfodownO1-b.cloudsink.net

tsO1-laggar-gcw.cloudsink.net

US-GOV-1
IfodownO1-laggar-gcw.cloudsink.net
tsO1-lanner-lion.cloudsink.net
EU-1
IfodownO1-lanner-lion.cloudsink.net
tsO1-gyr-maverick.cloudsink.net
uUs-2

Ifodown01-gyr-maverick.cloudsink.net

If your network requires allowing by IP address instead of FQDN, see Cloud IP Addresses [/documentation/65/cloud-ip-addresses] for a list of IP addresses we use.

We use AWS for some communications between hosts and the CrowdStrike cloud.

Standard installation

In most cases, you can install the Falcon sensor for Windows using either a manual GUI installation or an automated command-line installation.

To ensure that sensors function as expected, don’t shut down or reboot the host while the sensor is being installed. Doing so can cause the host to repeatedly crash

on boot or omit the uninstall option.
Note: If this occurs, you'll need to boot in safe mode to fix the Windows registry.

For information about other installation considerations, see Advanced installation options [#advanced-installation-types] .

After installation, the sensor runs silently and is invisible to the user.

Manual installation

If you have a small number of installs to do, manual installation might be your best option.

1. Use the Google Chrome browser to download the sensor installer from Hosts > Sensor Downloads [/hosts/sensor-downloads] .

2. Copy your customer ID checksum from Hosts > Sensor Downloads [/hosts/sensor-downloads] .

If vou're a trial user, skip this step.


https://falcon.eu-1.crowdstrike.com/documentation/65/cloud-ip-addresses
https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads
https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads

3. Double-click the sensor installer.
4. Accept the license agreement and enter your customer ID checksum.
If you're a trial user, skip this step.

5. If your OS prompts to allow the installation, click Yes.

Automatic installation

To automate silent installations on many devices, including installations using a deployment tool such as Windows System Center Configuration Manager (SCCM),

complete these steps.

1. Use the Google Chrome browser to download the sensor installer from Hosts > Sensor Downloads [/hosts/sensor-downloads] .

2. Copy your customer ID checksum (CCID) from Hosts > Sensor Downloads [/hosts/sensor-downloads] .

3. Run or configure your deployment tool to use this command, replacing <installer_filename> with the name of the install file you downloaded, and

<CCID> with the CCID from step 2:

<installer_filename> /install /quiet /norestart CID=<CCID>

For information about these parameters and their functions, see Appendix A [/documentation/23/falcon-sensor-for-windows#parameters] .

Post-installation steps

Verifying sensor installation

You can verify an installation by using the Falcon console or a command prompt on the host.

Falcon console

After the sensor is installed, the host connects to the Falcon console. You can confirm a sensor installation by reviewing your hosts.

To view a complete list of newly installed sensors, use the Sensor Report [/investigate/events/en-US/app/eam2/sensor_appl in the Falcon console.

Host

To validate that the Falcon sensor for Windows is running on a host, run this command at a command prompt:

sc.exe query csagent

This output will appear if the sensor is running:

SERVICE_NAME: csagent

TYPE : 2 FILE_SYSTEM_DRIVER
STATE : 4 RUNNING

(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT_CODE : @ (0x@)
CHECKPOINT : 0x0
WAIT_HINT : 0x0

If your output is different, see Troubleshooting_ an Installation [#troubleshootinginstallation] .



https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads
https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads
https://falcon.eu-1.crowdstrike.com/investigate/events/en-US/app/eam2/sensor_app

Advanced installation options

Enabling uninstall protection for the Falcon sensor

Protect sensors from unauthorized uninstallation by enabling Uninstall and maintenance protection. This requires a maintenance token when unloading, uninstalling,

repairing, or manually upgrading the sensor. For more info, read our Sensor Update Policies [/documentation/66/sensor-update-policies] guide.

In sensor version 61112502 and later, you can also stop users or processes from performing actions that tamper with key sensor components on the endpoint, such as
deleting or renaming sensor files. The Sensor tampering protection setting is enabled by default for new installations.

Sensor upgrades with uninstall protection enabled and cloud updates disabled

Use this upgrade path if you don’t use cloud updates and want to automate silent sensor upgrades on uninstall-protected devices. You might manage installations

using a deployment tool like Windows System Center Configuration Manager (SCCM).

1. Use the Google Chrome browser to download the sensor installer from Hosts > Sensor Downloads [/hosts/sensor-downloads] .

2. In the sensor update policy you want to update, turn on Bulk maintenance mode. Make sure the Sensor version updates off build version is selected and
Uninstall and maintenance protection is turned on.

3. Retrieve the bulk maintenance token to include in the deployment package. This token doesn't change, so you don't need to modify your deployment

package each time you enter bulk maintenance mode.

4. Run or configure your deployment tool to use this command, replacing <installer_filename> with the name of the install file you downloaded:

<installer_filename> MAINTENANCE_TOKEN=<bulk maintenance token> /install /quiet /norestart

5. For increased security, turn off bulk maintenance mode after completing your upgrades. This restores the per-sensor maintenance token and disables the
bulk maintenance token.

Installing to a CID that requires installation tokens

Installation tokens [/documentation/67/host-and-host-group-management#protecting-your-cid-with-installation-tokens] prevent unauthorized hosts from being

accidentally or maliciously added to your customer ID (CID). Installation tokens are an optional security measure for your CID. To use installation tokens, you create

one or more tokens in the Falcon console or through the API, enable the token requirement, and then provide the tokens to sensors at installation time.

When you install a sensor after enabling Require tokens, the installation command must include an additional parameter and an active token, such as:

<installer_filename> /install /quiet /norestart CID=<CCID> ProvToken=ABCD1234

This argument is supported with any other Windows installer argument, as well as the installation wizard:



https://falcon.eu-1.crowdstrike.com/documentation/66/sensor-update-policies
https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads
https://falcon.eu-1.crowdstrike.com/documentation/67/host-and-host-group-management#protecting-your-cid-with-installation-tokens

CrowdStrike Falcon Sensor Setup

Customer ID with Checksum

Installation token (optional)

CrowdStrike Falcon enables enterprises to protect against malware,
including known, unknown, and zero-day threats. Additionally, Falcon
helps organizations detect advanced adversaries, providing attribution
\ when applicable, and defend against targeted attacks.
\ [J1accept the license agreement and privacy notice

CLOSE INSTALL

Assigning sensor grouping tags during installation

Sensor grouping tags are optional, user-defined identifiers you can use to group and filter hosts.

You can assign one or more tags to a host using the GROUPING_TAGS parameter during installation. Assigning tags at this point makes them immediately available

when the sensor first connects to the CrowdStrike cloud.

Note: This section is about sensor grouping tags, which you can use with sensor images and templates. For more information about these tags and how

they compare to Falcon grouping tags, see Using grouping tags [/documentation/67/host-and-host-group-management#using-grouping-tags] .

Tags are case-sensitive.

Tags can include these characters Tags can't include these characters

Letters(a-z, A-Z) Spaces ()
Numbers ( 0-9 ) Commas ( , )
Hyphens ( - )

Underscores ( _ )

Forward slashes ( /)

To use multiple tags, separate tags with commas. The combined length of all tags for a host, including comma separators, cannot exceed 256 characters.

This command assigns two tags to the host: Washington/DC_USA and Production .


https://falcon.eu-1.crowdstrike.com/documentation/67/host-and-host-group-management#using-grouping-tags

<installer_filename> /install /norestart CID=<CCID> GROUPING_TAGS="Washington/DC_USA,Production”

Replace <installer_filename> with the name of the install file you downloaded, and <CCID> with the CCID from Hosts > Sensor Downloads [/hosts/sensor-

downloads] .

Viewing a host's sensor grouping tags

Use Host Management [/hosts/hosts] to search for the host. The Grouping Tags information for the host includes Falcon grouping tags and sensor grouping tags.

Adding or changing tags after installation
After sensor installation, add or change tags by editing a registry key and then restarting the host for the changes to take effect.

For information, see Manually adding_or modifying_Falcon Sensor tags on Windows [https:/supportportal.crowdstrike.com/s/article/Manually-adding-or-modifying-

Falcon-Sensor-tags-on-Windows] .

Installing the sensor with IE proxy detection

On hosts using IE proxy detection, install the sensor from the command line using the ProvNoWait parameter. The sensor acquires proxy settings from the user

registry hive with the next user login.

<installer_filename> /install /norestart CID=<CCID> ProvNoWait=1

Replacing <installer_filename> with the name of the install file you downloaded, and <CCID> with the CCID from Hosts > Sensor Downloads [/hosts/sensor-

downloads] .

Installing in a virtual environment

When you install the sensor on a VM, use the correct installation method to ensure that each host ends up with a unique agent ID (AID). If the same AID is

inadvertently assigned to more than one VM, events and detections from your various VMs would appear to be from a single host.
Use the VDI=1 parameter during installation if your VM meets all of the following criteria:

® It is non-persistent (the VM reverts to the original setup after a user logs out)
® |tis domain-joined
* |t uses a fully qualified domain name (FQDN)

For VMs that don’t meet all of those criteria, use the Virtual Machine Template [/documentation/23/falcon-sensor-for-windows/#installing-the-falcon-sensor-on-a-

virtual-machine-template] installation.

Installing the Falcon sensor in a VDI environment

When you install the sensor in a Virtual Desktop Infrastructure (VDI) environment, the sensor runs from a shared, read-only OS image. The CrowdStrike cloud assigns

a unique AID based on the host's fully qualified domain name (FQDN) and other characteristics.
To install the Falcon sensor for Windows on your VDI master image:

1. Put your image template system into read/write mode.

2. Install the Falcon sensor using the VDI=1 parameter.


https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads
https://falcon.eu-1.crowdstrike.com/hosts/hosts
https://supportportal.crowdstrike.com/s/article/Manually-adding-or-modifying-Falcon-Sensor-tags-on-Windows
https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads
https://falcon.eu-1.crowdstrike.com/documentation/23/falcon-sensor-for-windows/#installing-the-falcon-sensor-on-a-virtual-machine-template

e <installer_filename> /install CID=<CCID> VDI=1

® Replacing <installer_filename> with the name of the install file you downloaded, and <CCID> with the CCID from Hosts > Sensor Downloads

/hosts/sensor-downloads] .

* After the installation is complete, the sensor communicates with the cloud and updates to the sensor version defined in the host’s assigned Sensor
Update [/configuration/sensor-update/policies] policy. You can check the update status by finding the host in Host Management [/hosts/hosts] .

3. After the sensor is on the proper version, switch your template system back to read-only mode and save the image.

Installing the Falcon sensor on a virtual machine template

Use a virtual machine template when your virtual hosts are built off of an image, or a template is being cloned.

Do not use a standard installation on a virtual machine. If you perform a standard install on a template, all VMs created from that template will be assigned
the same Agent ID (AID). If the same AID is inadvertently assigned to more than one VM, events and detections from your various VMs would appear to
be from a single host.

Installing the sensor on a VM template

1. Complete all steps required to generalize the VM template, such as sysprep or installing Windows and software updates.

2. Install the Falcon sensor using the NO_START=1 parameter:

WindowsSensor.exe /install CID=<YOUR CID> NO_START=1

* After installation, the sensor does not attempt to communicate with the CrowdStrike cloud.
* Don't reboot the host, or it will attempt to communicate with the CrowdStrike cloud on reboot.
3. Confirm that the installation is complete.

4. Shut down the VM and convert it to a template image.

Troubleshooting VM templates

When a VM created from this template first starts up, the CrowdStrike cloud assigns it a unique AID.

After the sensor has been installed using the NO_START=1 parameter, if you inadvertently restart the VM template before you convert the VM to a template image,

hosts created with that template will all share an AID. If the same AID is inadvertently assigned to more than one VM, events and detections from your various VMs

would appear to be from a single host. You can resolve this by removing the following registry keys:
¢ HKEY_LOCAL_MACHINE\SYSTEM\CrowdStrike\{9b03c1d9-3138-44ed-9fae-d9f4c034b88d}\{16e0423f-7058-48¢c9-a204-725362b67639NDefault\AG

¢ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CSAgent\Sim\AG

Note: Having sensor tampering protection enabled will prevent you from removing these registry keys. To work around this, disable sensor tampering

protection, remove the registry keys, and then re-enable sensor tampering protection.

Modifying a VM template
To modify a VM template that contains an existing sensor installation:
1. Prepare your VM template.
2. If sensor tampering protection is enabled, disable sensor tampering protection:

1. On the Prevention Policies [/configuration/prevention/policies] page, locate the sensor’s policy and click Edit Policy.

2. In the Sensor Capabilities area, disable Sensor Tampering Protection.

3. Click Save.
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3. Delete these registry values:
¢ HKEY_LOCAL_MACHINE\SYSTEM\CrowdStrike\{9b03c1d9-3138-44ed-9fae-d9f4c034b88d}\{16e0423f-7058-48c9-a204-725362b67639N\Default\AG
o HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CSAgent\Sim\AG

4. If needed, re-enable sensor tampering protection in the sensor’s prevention policy and click Save. The AID is removed from the VM template.

5. Shut down the VM.

6. Convert the VM to a template image using your virtualization software.

Installing the Falcon sensor with Pay-As-You-Go billing

See Falcon for Cloud Workloads [/documentation/102/falcon-for-cloud-workloads] for full information about Pay-As-You-Go billing.

To create a new master image template with no agent ID and Pay-As-You-Go billing enabled:
1. Prepare your master image instance, including any software configuration or updates.

2. Download the Falcon sensor installer from Hosts > Sensor Downloads [/hosts/sensor-downloads] or by using sensor download APIs

[/documentation/109/sensor-download-apis] .

3. Install the Falcon sensor using the NO_START=1 and BILLINGTYPE=Metered parameters (case-sensitive):

WindowsSensor.exe /install /quiet /norestart CID=<your CID> BILLINGTYPE=Metered NO_START=1

* After installation, the sensor does not attempt to communicate with the CrowdStrike cloud.

* Don't reboot the host, or it will attempt to communicate with the CrowdStrike cloud on reboot.
4. Confirm that the installation is complete.
5. Configure your cloud workloads to create ephemeral images based on this master image.

6. According to your organization's update policies, plan to regularly re-create this master image using an up-to-date Falcon sensor installer.

To automate this more effectively, consider using sensor download APIs [/documentation/109/sensor-download-apis] to automatically retrieve

new versions of the Falcon sensor. Then, use your organization's existing automation tools to install the newer version on your master image

without an agent ID.

To change an existing Falcon sensor to use Pay-As-You-Go billing, you must uninstall the sensor and reinstall it with the BILLINGTYPE=Metered parameter.

Uninstalling the Falcon sensor for Windows

To uninstall a sensor, you can use the Control Panel or the command line.

If uninstall protection is enabled, you must complete additional steps. See Uninstall protection on sensor version 510.9105 and later [#uninstall-protection-on-sensor-

version-5-10-9105-and-later] .

Uninstalling using the Control Panel

1. Open the Windows Control Panel running it as administrator.
2. Click Uninstall a Program.

3. Choose CrowdStrike Windows Sensor and uninstall it, providing the maintenance token through the installer if necessary.

Uninstalling using the command line
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1. Download (SUninstallTool from Tool Downloads [/support/tool-downloads]

2. Open a command prompt with administrative privileges and run this command:

CsUninstallTool.exe /quiet

Uninstall protection on sensor version 5.10.9105 and later

Case: Sensor is online

Move the host into a sensor update policy with Uninstall and maintenance protection disabled, then uninstall using one of the two uninstall methods.

Case: Sensor is offline and "Uninstall and maintenance protection” is enabled

Open the host's summary panel in Hosts > Host Management [/hosts/hosts] page and click Reveal Maintenance Token to get the single-use maintenance token
needed to uninstall the sensor. Use this token in this command line script to uninstall the sensor:

CsUninstallTool.exe MAINTENANCE_TOKEN=<token> /quiet

Case: Sensor is offline and bulk maintenance mode is enabled

Go to the host's sensor update policy and click Reveal Token to get the bulk maintenance token needed to uninstall the sensor. Use the token in this command line

script to uninstall the sensor:

CsUninstallTool.exe MAINTENANCE_TOKEN=<token> /quiet

Validating the uninstallation

When the sensor has been uninstalled:

* The sensor does not appear in your programs list

e Thedirectory C:\Windows\System32\drivers\CrowdStrike is not present

e The registry key HKLM\System\Crowdstrike does not appear in the registry

Troubleshooting an installation

Installation process

The sensor goes through several phases: the “installing” phase, the “provisioning” phase, and ongoing operation.

Installing phase
1. The sensor installer uses standard Windows installer mechanisms to set up the Falcon sensor’s files and registry keys.
2. If you're using installation tokens, the CrowdStrike cloud checks the installer’s token.
3. The sensor contacts the CrowdStrike cloud, which assigns an agent ID for the host.

If any part of the installing phase fails, the installer attempts to roll back the installation and exit cleanly.

Don’t shut down or reboot a host during installation. If a host is shut down or rebooted during installation, the installer can’t exit cleanly, and the host

might be left in an unusable or unknown state.
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The sensor downloads supplementary data called “channel files.” Channel files are additional sensor instructions that provide updated settings for policies, allowlists

and blocklists, detection exclusions, support for new OS patches, and more.

Provisioning might take minutes or much longer, depending on your network configuration and channel file throttling settings [/documentation/66/sensor-update-
policies#channel-file-update-throttling] . When a channel file is downloaded and more channel files remain, the sensor tries for 20 minutes to download them.

Make sure your hosts stay online through the provisioning phase so they can download all channel files. The sensor operates normally during provisioning. Even if a

sensor can't yet download all channel files, it operates on its previous known configuration.

When a host has downloaded all available channel files, the CrowdStrike cloud notes that the host is fully provisioned. You can check the provisioning status of your
hosts on the Sensor Health dashboard [/investigate/events/en-US/app/eam2/sensor_health] .

Ongoing operation

The sensor periodically checks for new channel files from the CrowdStrike cloud during normal operations. New channel files are available when you make changes in
Falcon, such as prevention policies or host group assignments. CrowdStrike also sends channel files to hosts to improve sensor compatibility and performance (after

Microsoft’s regular Patch Tuesday releases, for example).

Sensors automatically check for new channel files at regular, staggered intervals to minimize simultaneous traffic on your network. However, you can choose to
throttle channel file downloading [/documentation/66/sensor-update-policies#channel-file-update-throttling] if channel files affect your network’s performance.

Installer errors

Windows sensor version 6.22 and later

Exit code (logs,

Error message command-line Recommended solution

installation)
Falcon was unable to communicate with the Decimal: 1232 Use the troubleshooting steps below: Host Can't Connect to the CrowdStrike Cloud
CrowdStrike cloud. Check your network [/documentation/23/falcon-sensor-for-windows#issue-host-cant-connect-to-the-
configuration and try again. Hex: Ox4d0 crowdstrike-cloud

Fal ble & icate with th e Check the CID you provided to the installer
alcon was unable to communicate wi e imal:
Decimal: 1244 * |f you're using installation tokens [/documentation/67/host-and-host-group-

CrowdStrike cloud. Check your installation

management#protecting-your-cid-with-installation-tokens] , confirm that your
token and try again. Hex: Ox4dc

installation token was entered correctly and is active in Falcon

Installation fails

If the sensor installation fails, confirm that the host meets our system requirements [/documentation/23/falcon-host-sensor-deployment-guide-windows#before]

including required Windows services. If required services are not installed or running, you might see an error message: A required Windows service is disabled,
stopped, or missing. Please see the installation log for details.

See Logs [/documentation/23/falcon-host-sensor-deployment-guide-windows#logs] for more information.

Troubleshooting general sensor issues

Verifying that the sensor is running

To verify that the sensor is running on your host:

1. Open a command prompt with administrative privileges on the host.
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2. Run this command: sc.exe query csagent

The following output is displayed if the sensor is running:

SERVICE_NAME: csagent

TYPE : 2 FILE_SYSTEM_DRIVER
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT_CODE : @ (0x@)
CHECKPOINT : 0x0
WAIT_HINT : 0x0

Issue: Sensor installed but doesn't run

If the sensor doesn't run, confirm that the host meets our system requirements [/documentation/23/falcon-host-sensor-deployment-guide-windows#before],

including required Windows services. If required services are not installed or running, you might see an error message in the sensor's logs: A required Windows
service is disabled, stopped, or missing. Please see the installation log for details.

The sensor can install, but not run, if any of these services are disabled or stopped:
¢ LMHosts*
¢ Windows Base Filtering Engine (BFE)
e DHCP Client, if you use Web Proxy Automatic Discovery (WPAD) through DHCP
* DNS Client
The sensor can install, but not run, if the WinHTTP AutoProxy service is disabled.
* - LMHosts might be disabled on your host if the TCP/IP NetBIOS Helper service is disabled.

See Logs [/documentation/23/falcon-host-sensor-deployment-guide-windows#logs] for more information.

Verifying the sensor is connected to the CrowdStrike cloud

You can verify that the host is connected to the CrowdStrike cloud by using the Falcon console or a command line on the host.

Falcon console

Use the Sensor Report [/investigate/events/en-US/app/eam2/sensor_app] to search for the host.

Host

Run this command from a command line with administrative privileges:

netstat.exe -f

If the sensor can connect to the CrowdStrike cloud, the command output is similar to the following output:

Active Connections

Proto Local Address State Foreign Address
TCP 192.0.2.130:49790 ec2-54-219-145-181.us-west-1.compute.amazonaws.com:https ESTABLISHED

In this example, ec2-54-219-145-181 indicates a connection to a specific IP address in the CrowdStrike cloud, 54.219.145.181 . For a full list of CrowdStrike

cloud IPs, see_ [/documentation/23/falcon-host-sensor-deployment-guide-windows#ipaddresses] Cloud IP Addresses [/documentation/65/cloud-ip-addresses] .
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If your host uses a proxy, the Foreign Address shows the proxy address, such as proxy.example.com, instead of the CrowdStrike Cloud address.

Issue: Host can't connect to the CrowdStrike cloud

If your host can't connect to the CrowdStrike Cloud, check these network configuration items:
1. Verify that your host can connect to the internet.
2. If your host uses a proxy, verify your proxy configuration.
3. If your host uses an endpoint firewall, configure it to permit traffic to and from the Falcon sensor.
4. Verify that your host's LMHost service is enabled. LMHosts might be disabled if you've disabled the TCP/IP NetBIOS Helper on your host.

5. Verify that your host trusts CrowdStrike's certificate authority.

Endpoint firewalls

If you're using an endpoint firewall on your host, it must be configured to allow access to the CrowdStrike domains. Customers have reported that these products
require additional configuration when used with the Falcon sensor:

* Ad-Aware Pro Security

® Avast Internet Security

® AVG Internet Security

¢ BITDEFENDER Total Security
® Bullguard Internet Security

e Chili Internet Security

® Dr. Web Security Space

e ESET NOD32 Smart Security
* MylnternetSecurity Preventon A/V + Firewall
® Trustport Internet Security

® UnThreat Internet Security

* VIPRE Internet Security

e ZoneAlarm Internet Security Suite

Allow the installer more provisioning time with the ProvNoWait parameter

Hosts must remain connected to the CrowdStrike cloud throughout installation. A host unable to reach the cloud within 20 minutes (10 minutes, in Falcon sensor
version 6.21 and earlier) will not successfully install the sensor.

If your host requires more time to connect, you can override this by using the ProvNoWait parameter in the command line. This also provides additional time to

perform additional troubleshooting measures.

<installer_filename> /install /quiet /norestart CID=<CCID> ProvNoWait=1

Replacing <installer_filename> with the name of the install file you downloaded, and <CCID> with the CCID from Hosts > Sensor Downloads [/hosts/sensor-

downloads] .

Verify that your host trusts CrowdStrike's certificate authority

The Falcon sensor requires your host to have the DigiCertHighAssuranceRootCA and DigiCertAssuredIDRootCA certs in your Trusted Root CA store.
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installer checks the Turn off Automatic Root Certificate Update Windows setting. If the setting is disabled, the installer continues and attempts to build
the required certificate chain that would cause Windows to install the missing root CA. If sensor installs are failing and Turn off Automatic Root

Certificate Update is enabled, set Turn off Automatic Root Certificate Update to disabled to have the sensor installer address missing certs.

Check whether the certs are already present. Download and import them if needed.

1. Follow the Microsoft documentation for the Microsoft Management Console (MMC) to enable the Certificates snap-in per How to: View certificates with the

MMC snap-in [https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-view-certificates-with-the-mmc-snap-in] .

2. In the MMC, click Certificates (Local Computer) > Trusted Root Certification Authorities > Certificates.
3. Verify that both of the required certs are present.
If either certificate is not present, complete these steps.

1. Download the missing certificate from Digicert: DigiCertHighAssuranceRootCA
[https:/www.digicert.com/CACerts/DigiCertHighAssuranceEVRootCA.crt] and DigiCertAssuredIDRootCA
[https://dl.cacerts.digicert.com/DigiCertAssuredIDRootCA.crt] .

2. Import a certificate by right-clicking Certificates and then All Tasks > Import. Choose your local machine, click Next, and browse to the downloaded

cert. Complete the import.
3. Import the other certificate if needed.

4. Confirm that both certs are now present in Trusted Root Certification Authorities > Certificates.

Issue: Host can't establish proxy connection

The following use cases are currently supported:
* Manually specifying a global proxy URL through Group Policy or manual input
* Manually specifying a PAC file through Group Policy or manual input
* WPAD configured to auto-detect a PAC file through DHCP or DNS
Connection happens in two phases: (1) proxy discovery and (2) connection. The order is as follows:

1. Try to use the CS Sensor application-specific proxy which is specified through the installer

(APP_PROXYNAME=<Proxy server hostname or IP address> and APP_PROXYPORT=<Proxy server port>)
2. Use proxy settings from the Local Area Network (LAN) Settings under "Proxy Servers" (also called IE Proxy Settings), if available.
3. Use PAC file URL provided through the installer (PACURL=<PAC file URL>) .

4. Use PAC file URLs from Local Area Network (LAN) Settings > "Use automatic configuration script". Use if you want to use Windows AutoProxy with a PAC
File.

5. Use persisted proxy settings (of any type). Any time the sensor successfully connects to a proxy, the sensor will cache the host name and port.

6. Use Windows Proxy Auto-Discovery (WPAD).

7. Direct TCP/IP connection.

8. DnsLookup Fallback. This tries to use config-driven DNS lookup table to connect.
When PROXYDISABLE=1 is passed to the installer, the installer will skip 1-6 and proceed directly to 7 (Direct Connection) and then proceed to step 8 above.
CrowdStrike does not support Proxy Authentication. If connection to the CrowdStrike cloud through the specified proxy server fails, or no proxy server is specified,

the sensor will attempt to connect directly. For more assistance on proxy configurations, contact your proxy vendor or CrowdStrike Support
[https:/supportportal.crowdstrike.com/] .

This puts the proxy settings into values of CsProxyHostname (as REG_SZ) and CsProxyPort (as REG_DWORD) at the registry key located here:
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HKEY_LOCAL_MACHINE\SYSTEM\CrowdStrike\{9b0@3c1d9-3138-44ed-9fae-d9f4c034b88d}\{16e0423f-7058-48c9-

a204-725362b67639}\Default

Providing troubleshooting info to Support

Providing CSWinDiag output to our Support [https:/supportportal.crowdstrike.com/] team can help troubleshoot sensor issues.

Toruna CSWinDiag collection, complete these steps.

1. Download the tool.

In your Falcon console, go to Support > Tool Downloads and download the latest CSWinDiag available.

2. Unzip the file to a folder in %$PROGRAMFILESY% .

3. Go to that folder and run the tool.

Options to run the tool:

* Double-click the cswindiag.exe file.

If prompted, enter local administrator credentials.

® Using the command prompt, type cswindiag and press Enter.

4. If prompted to allow the program to make changes to the computer, click Yes.
The program does not install or make any system changes. It only collects host information.

5. Wait about 4 minutes for the collection to complete.

When done, the tool indicates the location of the collection file, such as \Windows\Temp\CSWinDiag-<hostname>-mRRfqs8F.zip .

For more info, including how to securely send the collection file to Support, see Using CSWinDiag_for Falcon Sensor for Windows Diagnostics

[https://supportportal.crowdstrike.com/s/article/Using-CSWinDiag-for-Falcon-Sensor-for-Windows-Diagnostics] .

You can export your logs in their native directory structure and format (such as .evtx for sensor operations logs).
Enabled

Log type by Location Log size
default?

Based on OS or

In Windows Event Viewer under Windows Log >

Sensor operations No group policy
System. Look for the label CSAgent. .
settings

If initiated by a user: 5LOCALAPPDATA%\Temp

Sensor installation (installation, .
group policy

settings

Yes If initiated by the CrowdStrike cloud:

%SYSTEMROOT%\Temp

uninstallation, upgrades, or downgrades)

~ _ __ _ . a0 ___

Based on OS or

Log retention

Based on OS or
group policy
settings

Based on OS or
group policy
settings
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The sensor's operational logs are disabled by default. To enable or disable logging on a host, you must update specific Windows registry entries.

Enable logging
1. Create a file with the extension .reg,suchas myfile.reg.

2. Copy and paste the following into your file:

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CrowdStrike\{9b@3c1d9-3138-44ed-9fae-d9f4c034b88d}\{16e0423f-7058-
48c9-a204-725362b67639}\Default]

"AFLAGS"=hex:03,00,00,00

3. Open a command prompt and run the following command to enable logging:

regedit.exe myfile.reg

Disable logging
1. Create a file with the extension .reg,suchas myfile.reg.

2. Copy and paste the following into your file:

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CrowdStrike\{9b03c1d9-3138-44ed-9fae-d9f4c034b88d}\{16e0423f-7058-
48¢9-0204-725362b676393\Default]

"AFLAGS"=hex:00,00,00,00

3. Open a command prompt and run the following command to disable logging:

regedit.exe myfile.reg

Normal log contents
A normal startup log includes messages similar to these:
® The sensor is starting.
* The sensor is locating and initializing the config.
* The sensor is checking communications (whether to use proxy or not and on which host/port).
® The sensor is connecting and setting up SSL.
® The sensor connected and is sending its first message to CrowdStrike cloud.

* The sensor received a response from cloud. All startup tasks are complete.

Appendix A - Installer parameters

This is a complete index of all parameters that the Falcon sensor installer accepts.
Enter the parameters exactly as shown.

e Allinstaller parameters are case-sensitive.

® Some parameters require a leadina slash, and some reauire no leadina slash.



Installation parameters

Parameter

CID=0123456789ABCDEFGHIJKLMNOPQR
STUV-WX

/install

/passive

/quiet

/norestart

GROUPING_TAGS=

ProvToken=

BILLINGTYPE=

Description

Your Customer ID Checksum [/hosts/sensor-downloads/], which is required when installing.

Installs the sensor (default).

Shows a minimal Ul with no prompts.

Shows no Ul and no prompts.

Prevents the host from restarting at the end of the sensor installation.

Assigns user-selected identifiers you can use to group and filter hosts.

Optional security measure to prevent unauthorized hosts from being accidentally or maliciously added to your
customer ID (CID).

Sets the sensor to use standard billing or Pay-As-You-Go billing_[/documentation/102/falcon-for-aws-pay-as-

you-gol.

e BILLINGTYPE=Default :standard billing per sensor

e BILLINGTYPE=Metered : Pay-As-You-Go billing

Sensor startup parameters

Paramet e
Description
er
NO_ST Prevents the sensor from starting up after installation. The next time the host boots, the sensor will start and be assigned a new agent ID (AID). This

ART=1 parameter is usually used when preparing master images for cloning.


https://falcon.eu-1.crowdstrike.com/hosts/sensor-downloads/
https://falcon.eu-1.crowdstrike.com/documentation/102/falcon-for-aws-pay-as-you-go

Paramet

er

VDI=1

Description

Enable virtual desktop infrastructure mode.

Proxy parameters

Paramete

r

APP_PR
OXYNAM
E=
<proxy
FQDN
or IP>

APP_PR
OXYPOR
T=

<Proxy
server

port>

PACURL
=<PAC
file
URL>

PROXYD
ISABLE
=1

ProvNo
Wait=1

ProviWa
itTime
=36000
00

Description Usage

Configure a proxy connection using both a proxy address (by FQDN or IP) and a .
" Cannot be used with the PACURL parameter.
proxy port.

Cannot be used with the APP_PROXYNAME and
Configure a proxy connection using a PAC file.

APP_PROXYPORT parameters.

By default, the Falcon sensor for Windows automatically attempts to use any
available proxy connections when it connects to the CrowdStrike cloud. This
parameter forces the sensor to skip those attempts and ignore any proxy

configuration, including Windows Proxy Auto Detection.

The sensor does not abort installation if it can't connect to the CrowdStrike cloud . . . .
. . . . . . Use this parameter when upgrading to version 3.5 or later if
within 20 minutes (10 minutes, in Falcon sensor version 6.21 and earlier). (By

. o . you use IE proxy detection for Falcon, because proxy data
default, if the host can't contact our cloud, it will retry the connection for 20

. ) ) ) ) will not be available until another user logs into the host.
minutes. After that, the host will automatically uninstall its sensor.)

Use this to install the sensor on hosts that require more time
to connect to the CrowdStrike cloud.

The sensor waits for 1 hour to connect to the CrowdStrike cloud when installing
(the default is 20 minutes).

In Windows sensor version 6.22 and later, this parameter is
usually only used by request from our Support team. It’s
typically not needed because the sensor can complete

installation even if all channel files can’t be downloaded.



Iroupiesnooting parameters

Troubleshooting parameters Description

/? Show help information for the installer.

/repair Repair the sensor installation.

/log log.txt Change the log directory [/documentation/23/falcon-host-sensor-deployment-guide-windows#logs] to the specified file.
MAINTENANCE_TOKEN An optional single-use security token used when uninstalling or installing sensors.

Reduced functionality mode

What is OSFM?

OS Feature Manager (OSFM) monitors changes in the Windows kernel so the sensor can adapt accordingly. This includes allowing the sensor to certify new kernels
without updating the sensor version, and placing the sensor in reduced functionality mode (RFM) if the current host kernel is uncertified.

What is RFM?

Reduced functionality mode (RFM) is a safe mode for the sensor that prevents compatibility issues if the host’s kernel is uncertified. RFM is most common during
Windows updates. Without full kernel support, your sensor could experience severe compatibility issues, potentially resulting in system crashes and other

performance issues.

Both Windows and Linux sensors can enter RFM, but RFM behaves differently on each platform.

What happens to sensors in RFM?

When a Windows sensor enters RFM, it still actively monitors your system, reports events, and trigger detections, but at a reduced capacity. Sensors in RFM

temporarily unhook from some kernel elements [https://supportportal.crowdstrike.com/s/article/OS-Feature-Manager-and-Reduced-Functionality-Mode#RFM] .

Without these elements, some detection patterns and a small number of preventions will not be triggered.

What causes RFM?

The most likely reason your Windows hosts are in RFM is due to Microsoft updates. Not all Windows updates alter the kernel, but when they do, there is a brief delay
while we certify the kernel to work with the sensor.

How can | tell if my system is in RFM?

The Executive Summary [/dashboards/dashboard/en-US/app/eam2/dashboards__executive_summary] under Dashboards in the Falcon console lists a count of
sensors in RFM.

Alternatively, in Investigate [/investigate/] you can see SensorHeartBeat events generated by the sensor which contain the value

SensorStateBitMap_decimal. Use this value to see if the sensor is in RFM.


https://falcon.eu-1.crowdstrike.com/documentation/23/falcon-host-sensor-deployment-guide-windows#logs
https://supportportal.crowdstrike.com/s/article/OS-Feature-Manager-and-Reduced-Functionality-Mode#RFM
https://falcon.eu-1.crowdstrike.com/dashboards/dashboard/en-US/app/eam2/dashboards__executive_summary
https://falcon.eu-1.crowdstrike.com/investigate/

* |f SensorStateBitMap_decimal is Z,the sensor isin RFM.

e If SensorStateBitMap_decimal is @ ,the sensorisn’t in RFM.

You can use the following EAM query to report a list of hosts in RFM.

event_simpleName=SensorHeartbeat event_platform=Win SensorStateBitMap_decimal=2
ConfigIDBuild_decimal>=5906 earliest=-1d latest=now!| table timestamp ComputerName aid
ConfigIDBuild_decimal| dedup aidl sort -timestamp| eval timestamp=timestamp/1000| convert
ctime(timestamp)| rename timestamp as "Timestamp (UTC)", ComputerName as "Hostname", aid as
"Sensor ID", ConfigIDBuild_decimal as "Agent Build"

Returning a sensor in RFM to full functionality

If you apply Windows updates that alter the Windows kernel before CrowdStrike certifies the kernel, your sensor receives an OSFM certification file from the

CrowdStrike cloud when the file becomes available. That file allows your sensor to resume full functionality.

Subscribe to the Release Notes mailing list in the Support Portal [https:/supportportal.crowdstrike.com/s/topic-subscription] to get emails when new patches are
certified. These emails include the name of the current OSFM certification file so you can verify your hosts have received the file.

Verify that your sensors have the current certification in one of these ways:

* On the Investigate page, use this EAM query to verify your sensors have the current OSFM certification file. Replace OSFM-*.bin with the current certification
file provided by the email.

event_simpleName=LFODownloadConfirmation CompletionEventId=Event_OsfmDownloadCompleteVl FileName=0sfm-*.bin
e earliest=-1d latest=now

| table timestamp ComputerName aid FileName ConfigBuild

dedup aid

sort -timestamp

| eval timestamp=timestamp/1000

| convert ctime(timestamp)

| rename timestamp as "Timestamp (UTC)", ComputerName as "Hostname", aid as "Sensor ID", FileName as "OSFM
Filename", ConfigBuild as "Agent Build"

¢ |If youd prefer to verify the file version on your host, OSFM certification files are located in the CrowdStrike directory:

e %SYSTEMROOT%\system32\drivers\CrowdStrike\

If your hosts are on an unsupported Windows build, upgrade them to a supported build [/documentation/23/falcon-sensor-for-windows#operating-systems] to
resume full functionality.

Need additional support?

For additional troubleshooting information or to open a support case, visit our Support Portal [https://supportportal.crowdstrike.com/] .
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